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Disaster Planning Checklist

Important! This checklist should only be used as a starting point for your Disaster
Recovery Plan. This is in no way complete; we highly recommend you engage with a
professional IT �irm to map out a complete Disaster Recovery Plan for your business.

Risk Assessment:

❑ De�ine all critical functions, systems, software and data in your organisation.
❑ Prioritise the above items in order of importance to your business (mission critical

to minor) based on which ones, if destroyed, would have the greatest negative
impact on your business.

❑ Create a document that outlines your current IT infrastructure (network
documentation) so another IT person or company could take over easily if your
current IT person wasn’t available, or could assist in the recovery of your IT
infrastructure in the event of a disaster.

❑ Determine the RTO (recovery time objective), RPO (recover point objective) and
MTO (maximum tolerable outage) for every critical function and system in your
business.

❑ Identify all threats that could potentially disrupt or destroy the above-mentioned
data, systems, functions, etc. and the likelihood of those threats.

Mitigation and Planning Strategies:

❑ Create an IT Assets Inventory list and identify all the functions, data, hardware and
systems in your business.

❑ Identify all potential disasters and threats to these systems and functions.
❑ For each mission-critical system or function, brainstorm ways to minimise, avoid or

limit the damage done.
❑ For the most likely disasters, create a disaster recovery plan speci�ic to what

damage could be done (�lood damages your of�ice, evacuation, virus attack, etc.), and
identify who will be responsible for executing the plan (your disaster recovery
team).

❑ Identify a recovery plan and timeline for each function and prioritise these functions
by the order in which they need to be recovered if multiple mission-critical
functions were affected.

❑ Create a backup strategy for your data and systems.
❑ Create a testing and validation strategy, and schedule tests for your backups.
❑ De�ine your communication plan in the event of a disaster to employees, clients,

vendors and the media.
❑ Create a “break the glass” document that contains instructions on what to do if a key

executive dies, is disabled or is otherwise unavailable for a long period of time.
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❑ Review your current insurance policy to make sure you have suf�icient coverage to
replace the assets in your organisation.

❑ De�ine a media communication strategy (how you will communicate with the press
if a disaster happens).

❑ Summarize this into a disaster recovery plan and brief the disaster recovery team
on the plan.

❑ Schedule a periodic meeting to review and update the plan with your disaster
recovery team.

What to do next

Creating a Disaster Recovery Plan need not be dif�icult or expensive, but since most small
businesses struggle with where to start, we’d like to offer you a FREE Disaster Readiness
Assessment and Consultation (£250 value).

At no cost or obligation, we’ll come to your of�ice to conduct an audit of your IT systems
(security, backup and business continuity systems) that will determine your “Risk Score”
and identify loopholes in your IT system’s security, backup and business protection.

This Assessment will go beyond simply looking at your backups (although that will be part
of it). We’ll also assess a number of common risk factors and known weaknesses that could
put you OUT of business in an instant if disaster strikes. If you decide to hire us to create an
IT Disaster Recovery Plan for your business (you’re under no obligation).

Like the old saying goes, “If you fail to plan, you plan to fail.” By allowing us to do the hard
work of putting together an IT-speci�ic Disaster Recovery Plan, you’ll greatly reduce the
chances of losing everything you’ve worked so hard to build in your business to a sudden,
unplanned event that would be detrimental to your company’s growth, pro�itability,
reputation or survival.

Call our of�ice on 01795 430 030 or email us: support@computerrescueltd.co.uk
To arrange for your free audit and assessment today.


